Title: System and Method for Safeguarding Data Between a Device Driver and a Device 

Inventor: Keith Shippy 
Application No. 09/675,976 

Page 1 of 19 
REPLACEMENT SHEET 




Title: System and Method for Safeguarding Data Between a Device Driver and a Device 

Inventor: Keith Snippy 
Application No. 09/675,976 
■ Page 2 of 19 

REPLACEMENT SHEET 



232 



SPLITTER 



RING 1 



AC3 
DECODER 



216 



MPEG 
DECODER 



218 



RINGO 



212 



106 



CLASS DRIVER 




PCX 


► 


4 



210 





IEEE 1394 
BUS DRIVER 




J 




220 

IEEE 1394 BUS ^) 



FIG. 2 



Title: System and Method for Safeguarding Data Between a Device Driver and a Device 

Inventor: Keith Shippy 
Application No. 09/675,976 

Page 3 of 19 
REPLACEMENT SHEET 



232 



SPLITTER 



102 



DECODING 
DEVICE 



i 




UPSTREAM 
DRIVERS & 
LIBRARIES 






DEVICE 
SPECIFIC MINI 
PORT DRIVER 






PROTOCOL 
SPECIFIC 
CLASS DRIVER 






BUS DRIVER 



DECODING 
DEVICE 



330 



T 

102 



320 



316 



* — ► 



PROTOCOL 
SPECIFIC 
BUS 
ABSTRACTOR!* 



314 



312 



106 




PROTOCOL 
SPECIFIC 
DECRYPTOR 



PROTECTED 
CONTENT 
EXCHANGE 

(PCX) 
ENCRYPTOR 

—?- 

324 



PROTECTED 
CONTENT 
EXCHANGE 
(PCX) SPECIFIC 
NEGOTIATOR 



PROTOCOL 
SPECIFIC 
REGISTRATION 
ENGINE 



PROTOCOL SPECIFIC BUS 





FIG. 3 



Title: System and Method for Safeguarding Data Between a Device Driver and a Device 

Inventor: Keith Shippy 
Application No. 09/675,976 

Page 4 of 1 9 
REPLACEMENT SHEET 




DEVICE 

SPECIFIC MINI 
PORT DRIVER 



438 



A 




WDM 
STREAMING 
LIBRARY 






WDM STREAM 
CLASS DRIVER 


i 





MUXED 
MPEG 
TS 



432 



MPEG DECODER 435 

VIDEO TS 



MPEG TS 
SPLITTER 



VIDEO 
DECODER (PCX 
CLIENT) 



436 



AUDIO TS 

r 

440 



AUDIO 
DECODER (PCX |+ 
CLIENT) 



430 



AUTHENTICATION 
KEY EXCHANGE 
KEY SYNCHRONIZATION 



420 



416 



i 




CLASS DRIVER 


A 




1394 
DRP 

A 


BUS 
*/ER 

i — 



212 



DTCP BUS 
ABSTRACTOR 



106 



DTCP 
DECRYPTOR 
422 


PXC 
NEGOTIATOR 
428 


PCX 
ENCRYPTOR 
424 


DTCP 
REGISTRATION 
ENGINE 
426 

Kc 



210 



220 



IEEE 1394 BUS 



FIG. 4 




Title: System and Method for Safeguarding Data Between a Device Driver and a Device 

Inventor: Keith Shippy 
Application No. 09/675,976 

.Page 5 of 19 
REPLACEMENT SHEET 



PCX 



DECRYPTION MODULE 1 



DECRYPTION MODULE 2 




DECRYPTION MODULE n 



PCX ENCRYPTION MODULE 1 



>500 



-< 



PCX ENCRYPTION MODULE 2 




PCX ENCRYPTION MODULE n 



REGISTRATION MODULE 1 



REGISTRATION MODULE 2 



REGISTRATION MODULE n 



NEGOTIATION MODULE 1 



NEGOTIATION MODULE 2 



NEGOTIATION MODULE n 



> 510 



— < 




>520 



-< 




V530 



/ 

106 



FIG. 5 



Title: System and Method for Safeguarding Data Between a Device Driver and a Device 

Inventor: Keith Shippy 
Application No. 09/675,976 

Page 6 of 19 
REPLACEMENT SHEET 




Title: System and Method for Safeguarding Data Between a Device Driver and a Device 

Inventor: Keith Shippy 
Application No. 09/675,976 

Page 7 of 19 
REPLACEMENT SHEET 



SHARED BUFFER 



HEADER DATA 



PCX CONTENT KEY 



PCXRESYNC BLOCK 1 



PCXRESYNC BLOCK 2 




PCXRESYNC BLOCK n 



/ 

700 

FIG. 7 



Title: System and Method for Safeguarding Data Between a Device Driver and a Device 

Inventor: Keith Shippy 
Application No. 09/675,976 

Page 8 of 19 
REPLACEMENT SHEET 



810 



815 



820 



KEY 


RANDOM 


PORTION OF THE 




DELTA 


INITIALIZATION 


ENCRYPTED 




TAG 


VECTOR 


PAYLOAD 





/ 

720 



FIG. 8 



Title: System and Method for Safeguarding Data Between a Device Driver and a Device 

Inventor: Keith Snippy 
Application No. 09/675,976 

Page 9 of 19 
REPLACEMENT SHEET 



1 


r 


RECEIVE PROTOCOL SPECIFIC 
ENCRYPTED DATA 




r 


TRANSLATE PROTOCOL SPECIFIC 
ENCRYPTED DATA INTO PROTECTED 
CONTENT EXCHANGE (PCX) ENCRYPTED 
DATA 






TRANSFER PCX ENCRYPTED DATAAND 
THE ENCRYPTED PCX CONTENT KEY TO 
A PROTOCOL SPECIFIC PLAYBACK 
DEVICE 




r 


DECODING DEVICE DECRYPTS PCX 
CONTENT KEY AND PCX ENCRYPTED 
DATA 







905 



910 



915 



920 



FIG. 9 



Title: System and Method for Safeguarding Data Between a Device Driver and a Device 

Inventor: Keith Shippy 
Application No. 09/675,976 

Page 10 of 19 
REPLACEMENT SHEET 



START 



) 



1 


f 


PROTOCOL SPECIFIC PLAYBACK DEVICE 
RECEIVES PCX ENCRYPTED DATA 




r 


RETRIEVE ENCRYPTED PCX CONTENT 

KEY FROM PCX NEGOTIATOR AND 
DECRYPT WITH THE PCX SESSION KEY 




f 


DECRYPT PCX ENCRYPTED DATA USING 
PCX CONTENT KEY 







1005 



1010 



1015 



END 



FIG. 10 



Title: System and Method for Safeguarding Data Between a Device Driver and a Device 

Inventor: Keith Snippy 
Application No. 09/675,976 

Page 11 of 19 
REPLACEMENT SHEET 



^ START ^ 



RECEIVE PROTOCOL SPECIFIC 
ENCRYPTED DATA 



1105 



1110 




1112 



GENERATE CONTENT KEY 



NO 



REINITIALIZE ENCRYPTION 
CIPHER 



SAVE PAYLOAD AREA OF 
ORIGINAL BLOCK 



UPDATE RE- 
SYNCHRONIZATION DATA 



ENCRYPT PAYLOAD USING DEVICE KEY 



1130 



1115 



1120 



1125 



END 



FIG. 11 



Title: System and Method for Safeguarding Data Between a Device Driver and a Device 

Inventor: Keith Shippy 
Application No. 09/675,976 

Page 12 of 19 
REPLACEMENT SHEET 



^ START ^ 



DECODING DEVICE RECEIVES BLOCK OF 
PCX ENCRYPTED DATA 



1205 



1210 




DECRYPT PAYLOAD 




r 


DECODE P 


AYLOAD 



1219 



1220 



1215 



RESTORE ORIGINAL 
PAYLOAD 




7 / — 


REINITIALIZE 
CIPH 


DECRYPTION 
HER 



1218 



END 



FIG. 12 



Title: System and Method for Safeguarding Data Between a Device Driver and a Device 

Inventor: Keith Shippy 
Application No. 09/675,976 

Page 13 of 19 
REPLACEMENT SHEET 





Title: System and Method for Safeguarding Data Between a Device Driver and a Device 

Inventor: Keith Shippy 
Application No. 09/675,976 

Page 14 of 19 
REPLACEMENT SHEET 




Title: System and Method for Safeguarding Data Between a Device Driver and a Device 

Inventor: Keith Shippy 
Application No. 09/675,976 

Page 15 of 19 
REPLACEMENT SHEET 



O O 

Q ^ 
< LU 
LU ^ 



S LU 




• Is 




=■ LU 




9 Q 


LO 


Q_ 














Q_ 




CO 




Q 


\=> 

V CD 

in 




LO 

CD 



o 

LO 




Title: System and Method for Safeguarding Data Between a Device Driver and a Device 

Inventor: Keith Shippy 
Application No. 09/675,976 

Page 16 of 19 
REPLACEMENT SHEET 




CO 

CD 



Title: System and Method for Safeguarding Data Between a Device Driver and a Device 

Inventor: Keith Shippy 
Application No. 09/675,976 

Page 17 of 19 
REPLACEMENT SHEET 



GO 

CNJ 

o ■ 



CNJ 
O 



O C£ 
O F lu 
^ < Q 
Q O O 

< qI LU 

< 



co r- 



< 



o on 

uj < 9 
QUO 

< 



1 



CD 
O 



BUFFER 



CO 



< 

to 



X ZD 

°- o 







LU 

> 


AC 


a: 


i — 




CO 



o 



5 



^3" 
O 



CD 




Title: System and Method for Safeguarding Data Between a Device Driver and a Device 

Inventor: Keith Shippy 
Application No. 09/675,976 

Page 18 of 19 
REPLACEMENT SHEET 



PCX MODULE PERFORMS AN AKE 
PROCEDURE WITH EACH APPLICATION 
DECODER TO CREATE A SHARED 
SESSION KEY 



1805 



PCX MODULE 1810 
ENCRYPTS THE 
PAYLOAD 



PCX MODULE STORES 
PORTION OF PAYLOAD, 
PREFERABLY ENCRYPTING 
FIRST WITH ENCRYPTION 
KEYS 



T 



DATA TAG IS INSERTED 
IN PAYLOAD IN PLACE 
OF PORTION OF PAYLOAD 



T 



HEADER FLAG IS 
MARKED TO INDICATE 
THAT PAYLOAD CONTAINS 
A TAG 



1815 



1820 



1825 



DATA BLOCK IS SENT 
TO APPROPRIATE 
DECODER 



1830 



APPROPRIATE 
DECODER RECEIVES 
DATA BLOCK 



1835 



FIG. 18 



Title: System and Method for Safeguarding Data Between a Device Driver and a Device 

Inventor: Keith Shippy 
Application No. 09/675,976 

Page 19 of 19 
REPLACEMENT SHEET 



0 



1 


r 


APPRO 
DECODE 
DATAE 
HEA 


PRIATE 
R READS 
JLOCK 
DER 



1840 



DOES 

N0 /HEADER FLAG 
MARKER INDICATE 
JAG IN PAYLOAD?. 



1845 




TAG DATA 
SENT FROM 
APPLICATION TO 
PCX MODULE 



1850 



J 

PCX MODULE 
IDENTIFIES AND 
SENDS KEY(S) AND 
PAYLOAD PORTION 
IN ACCORDANCE 
WITH TAG DATA 



APPLICATION DECODER 
RECEIVES KEY(S) AND 
PAYLOAD PORTION, REPLACE 
THE PORTION OF PAYLOAD 
FOR THE TAG DATA, AND 
DECRYPTS THE PAYLOAD 



FIG. 18(CONT.) 



